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DNA sequencing technologies continue to improve, and there has been
a corresponding expansion of DNA-based applications in the forensic sciences. DNA
recovered from dust and environmental debris can be used to identify the
organisms associated with these sample types, including bacteria, plants, fungi, and
insects. Such results can then be leveraged to discern sample origin or geolocation
and investigate individual identiﬁcation. Here, we take a critical look at the current
DNA-based technologies using microbiome and environmental sample sources that
are focused on the generation of some investigative tools for use in forensic science.
We discuss the pitfalls and contentions associated with the use of these techniques
and highlight some of the future research required to expand the utility of these
methods in the forensic sciences.
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A

French criminologist in the early 20th century, Edmond Locard, was one of the
ﬁrst people to advocate the value of examining trace materials, such as dust
and soil, to forensic science. Locard suggested that every contact between two
objects left a trace of each object on the other, and that transfer between the two
was inevitable. As he wrote, “For the microscopic debris that cover our clothes and
bodies are the mute witnesses, sure and faithful, of all our movements and of all our
encounters” (1). Locard was inspired by the writings of Sir Conan Doyle and the
cases investigated by Sherlock Holmes (2), as well as by the work of Hans Gross, a
famed Austrian criminologist who frequently included analyses of dust in his
criminal investigations (1). With the value of trace material in mind, Locard categorized and catalogued the various elements of debris associated with different
localities and occupations (1). Such elements of debris found by Locard included
ova, larvae, feathers, hair, blood, microbes, epidermis, leather, tissue, fats, gelatin,
muscle, bone, feces, insect matter, and textile materials (1), many of which were
considered characteristic of particular regions, professions, or contexts. Locard used
his catalogue of debris and its origins as a reference from which to draw comparisons from dust and microscopic debris gathered during criminal investigations (1).
For most of the history of forensic science, dust was analyzed by experts specialized
on particular components of the soil biota, such as soil fauna, pollen, or fungal spores.
Those organisms, or parts of organisms, were typically identiﬁed using a microscope or
a magnifying glass. Morphological identiﬁcation using microscopy was still the predominant form of analysis 60 years later when Bisbing (1989), a scientist from one of the
leading entities in dust analysis at the time (McCrone Associates, Chicago, IL), wrote
that dust accumulates everywhere and is representative of the “disintegration of the
various components of our environment” (3). Today, novel DNA technologies allow the
strains and species found in the biotic components of dust and soil to be identiﬁed
January 2020 Volume 86 Issue 2 e01504-19

Applied and Environmental Microbiology

Citation Allwood JS, Fierer N, Dunn RR. 2020.
The future of environmental DNA in forensic
science. Appl Environ Microbiol 86:e01504-19.
https://doi.org/10.1128/AEM.01504-19.
Editor Emma R. Master, University of Toronto
Copyright © 2020 American Society for
Microbiology. All Rights Reserved.
Address correspondence to Julia S. Allwood,
allwoodjulia@gmail.com.
Accepted manuscript posted online 8
November 2019
Published 7 January 2020

aem.asm.org 1

Minireview

Applied and Environmental Microbiology

Downloaded from http://aem.asm.org/ on January 8, 2020 at UNIV OF COLORADO

based on their DNA sequence information, even if the strains and species that contributed this information are no longer alive and are represented by nothing more than
traces of life (e.g., the leg of a rare tropical ant species or remnants of bacterial cells).
Here, we critically review the potential of these environmental DNA analyses for
forensic analyses, distinguishing between those approaches likely to be useful in the
near future from those that, while exciting, seem less likely to lead to practical
investigative applications in the next years or even decades.
The technology used to facilitate the testing of environmental material is often
described as “metabarcoding” and uses high-throughput sequencing to simultaneously
process hundreds of different samples. Metabarcoding generates sequence data from
speciﬁc genes or gene regions, for example, cytochrome c oxidase subunit I for animals
and 16S rRNA genes for bacteria. Such DNA sequencing approaches are now routinely
used to address a variety of questions. Most prominently, metabarcoding can be used
to infer which taxa (including plant, animal, and microbial taxa) are present in environmental samples. The identities of those taxa can be used to infer regional biodiversity, geolocation (estimating sample provenance or origin), and, potentially, even
human identiﬁcation. Metabarcoding often requires only minimal amounts of starting
material and can be used with a wide range of sample types, including ice cores, soil,
leaf litter, feces, settled dust, ﬁltered air or water, human skin, objects, and clothing. This
broadening scope of the use of DNA in general and sequencing in particular has ﬂowed
into forensic science, where it has the potential to offer solutions to the problems
posed by Locard. To date, such forensic studies have focused primarily on the following
two key objectives: (i) linking a person or object to a particular region or habitat
(geolocation and/or sample provenance), and (ii) identifying the individuals who have
touched particular objects based on their “microbial ﬁngerprint.” Here, we discuss some
of the ongoing research relevant to addressing these key objectives, focusing on the
use of environmental DNA for forensic science. We begin by considering attempts to
establish sample provenance or geolocation, with a focus here on plant and fungal
material. We then discuss work with the same objective of provenance but that was
conducted using bacterial signatures in soil. Finally, we delve into the ﬁeld of research
focused on using microbial signatures for human identiﬁcation and discuss future
directions and requirements of some of these DNA sequence-based applications for
forensic science. Our audience here is 2-fold. We aim to provide biologists who employ
metabarcoding approaches with some context as to the needs and challenges of
applied forensics. Simultaneously, we seek to provide forensic biologists with insights
into the state of the art with regard to the use of metabarcoding-based approaches.
GEOLOCATION AND SAMPLE PROVENANCE
The use of plant and fungal evidence associated with the dust and soil at crime
scenes has a long history, dominated by expert microscopy-based analyses via the
comparison of taxon compositions of samples from crime scenes to reference material
catalogues. Pollen and fungal spores are ideal for use in this regard due to their
ubiquity, life histories, biogeographic distributions (with many taxa exhibiting a high
degree of endemism), and environmental durability (4, 5). Examinations of both fungi
and pollen material (included ingested material) have been used in criminal investigations for decades and are accepted as admissible evidence in judicial systems (5, 6). The
use of this material as evidence, or as investigative leads, can be applied to large-scale
geolocation efforts or in an attempt to identify a more local provenance (e.g., whether
a sample was likely derived from a wetland as opposed to a forest). Pollen and fungal
spore identiﬁcation has been used as part of broader environmental proﬁling approaches. For example, pollen identiﬁcation was used in the investigation into original
and relocated grave sites unearthed in the former Yugoslavia following the cessation of
the Homeland War (7). The pollen identiﬁed at the secondary (discovery) gravesites
allowed materials associated with the bodies to be traced back to the original primary
burial sites. Researchers have also attempted to create pollen calendars for investigative use, where the observation of particular pollen taxa on a corpse or object can be
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correlated to a time of year given known ﬂowering and pollen dispersal patterns. Such
calendars could help ascertain the season of death based on the speciﬁc combinations
of pollens found on a deceased individual (8, 9). In another case, pollen and fungal
spores were used as evidence of a link between a suspect’s shoes and the site of
deposition of the victim’s body (10). In this case, palynological material (spores, pollen,
and other particulate material) obtained from the suspect’s shoes was shown to match
comparative material from the body and the site where the body was found. This
discovery contradicted the suspect’s statement that he had never walked near the site
where the body was found (10). Another example involved aggravated burglary in
which the composition of fungal spores at the crime scene was compared to that of
spores collected at the suspect’s stated alibi site. Fungi collected from the shoes and
vehicle of the suspects matched the fungi of the scene of the crime but not the site
described as part of the alibi (as summarized in reference 11).
However, visual identiﬁcation of plant material and fungi in samples requires highly
trained experts with access to identiﬁcation guides and catalogues of reference materials (which may only be available for biologically well-studied regions), with morphological identiﬁcations often subjective and therefore at risk of being inconsistent across
analysts, particularly for difﬁcult-to-assign or damaged/incomplete specimens (5, 12).
One potential advantage of DNA sequencing approaches for determining the
geographic origin and, more generally, the provenance of samples is that many taxa
can be surveyed at once, and the composition of the assemblages of particular taxa can
then be compared to that of particular geographic regions or habitats through formal
statistical analyses. For example, an approach targeting fungal DNA extracted from dust
was used by Grantham and colleagues (13) to predict the sample provenance, or
geolocation, of nearly 1,000 dust samples from across the continental United States,
with a median prediction error margin of 230 km. This study trained an algorithm to
predict the most likely origin of samples based on the identity and composition of
fungal taxa they contained (13).
The microbes and other taxa in soil, like those in dust, can also be used to identify
the geographic origin of samples. Estimating the biogeographical provenance of soil
has been attempted using various methods, including microbial DNA analyses (typically
focused on bacteria) as well as analyses of soil chemistry, with various levels of success.
DNA-based microbial analyses have been used previously to link collected material to
a source location (many of these are reviewed in reference 14; refer to reference 15 for
a recent example). Bacterial DNA analyses have also been used to link soil to source
location for investigative use at crime scenes (16–18). Using a metabarcoding approach,
initial studies observed that samples could, for the most part, be reliably differentiated
from one another when collected from different locations or habitats (17, 18). Based on
a relatively small number of samples, comparisons of bacterial communities could
accurately classify over 95% of the samples to their original location (18). While
temporal differences were noted, it was observed that the microbes detected via
sequencing remained stable enough to still allow for classiﬁcation (18). Given the
incredibly slim likelihood that comparative samples would be collected from scene
environments within the same immediate time frame as evidence samples, understanding temporal effects on bacterial signatures is of key importance. Badgley and colleagues (16) investigated the extent to which bacterial community signatures changed
over time and collection context (e.g., soil collected on a shoe versus fabric, or stored
in a warm versus cool environment) to mimic the processing and analysis of comparative material to evidence material. Changes in bacterial abundance and diversity were
observed in all soil samples regardless of collection and storage, although it was noted
that cooler storage conditions delayed this effect (16). However, regardless of the
changes observed in diversity and abundance, these aged samples (n ⫽ 364) could
nonetheless be correctly assigned to the original sample collection site in 95% of
instances (16). In other words, the bacterial communities present in samples change
after they are removed from their natural environment but perhaps not so much as to
rule out their potential utility.
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It is important to note that while some studies have demonstrated that bacterial
analyses can be used to assign soil samples back to their original location, samples
collected in close proximity to each other may often harbor highly varied microbial
communities. The bacteria found in any given soil sample can be inﬂuenced by
sampling depth, climate, vegetation, pH, and soil organic carbon concentrations (19).
For example, soil samples collected from across Central Park (New York City, NY, USA)
had an enormous breadth of prokaryotic community types (bacteria and archaea,
inferred using 16S rRNA gene sequencing) and eukaryotic community types (18S rRNA),
with an average of only approximately 19% of phylotypes (“species”) shared from any
two randomly selected samples (20). A comparison of the phylotypes observed from 52
randomly selected Central Park samples and 52 soil samples collected as part of a
global collection effort (21, 22) illustrated that the majority of the more abundant
phylotypes (over 94%) were shared across all soil samples. In contrast, only 4% of these
phylotypes were found only in the global data set, and approximately 1% of phylotypes
were observed only in the Central Park samples. Thus, based on these ﬁndings, it would
be difﬁcult to know if a given sample came from Central Park or some other location
on the other side of the globe given the broad range of taxa found in soils from across
the park. While several DNA targets were analyzed in this work, it would be interesting
to determine if additional markers or variable analyses could improve the predictive
capacity.
Identifying the geographic origin of samples based on sequence data from samples
of dust, soil, or other material is limited by the need for suitable reference information
for sample comparison (4, 12, 23). In other words, for the gene region being sequenced,
a database of reference sequences of the same target is required, and, ideally, this
reference database would cover all possible geographic regions under consideration.
Despite these reference database requirements, such approaches are promising and
generally compare favorably with more traditional approaches. Two studies that have
compared pollen identiﬁcation via microscopy versus DNA sequencing reported that
the sequencing approach revealed a greater number of species than with microscopic
analysis, with DNA sequencing being able to identify species undetected microscopically (12, 23). However, while the majority of taxa observed microscopically were also
detected using sequencing, some key taxa were not identiﬁed using the sequencing
approach (potentially due to the insufﬁcient taxonomic resolution of the targeted
marker gene region [23]).
Overall, the use of sequencing approaches to identify the composition of fungi,
pollen, and potentially other taxa in dust shows promise for forensic use; however,
additional research is required to identify the appropriate study design and reference
sequence availability to avoid undue bias in application. In contrast to dust and other
deposited samples, studies of soil have focused on the bacteria. The results of these
studies suggest that bacteria might be useful in identifying the sources of soil samples,
but variation in bacterial communities over small spatial scales (centimeters to meters)
may present a persistent challenge. We suspect that the use of other organisms in soil
samples in geolocation, such as fungi, may be more productive in the long term than
is the use of bacteria. Barberán et al. (24), for example, found that across North America,
fungi tend to have narrower geographic distributions than do bacteria (at least in dust)
and vary more predictably with climate.
Undertaking comparative studies of traditional and sequence-based approaches to
assess variation in recovery and detection would be advantageous to determine
appropriate study design and provide some measure of bias and accuracy as a starting
point for method development for use in criminal investigations. A key challenge
moving forward will be understanding the real-world contexts in which these approaches are most useful, particularly the extent to which they are able to disentangle
the effects of the accumulation of dust on people or objects at different times in
different sites.
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HUMAN IDENTIFICATION IN FORENSIC SCIENCE
Sequencing approaches for identifying individuals by targeting human DNA have
been developed for application to forensic science and use in criminal investigations.
In addition, the concept of the use of bacterial DNA associated with humans, predominantly skin microbial proﬁles, for human identiﬁcation has emerged as the subject of
ongoing research. This idea, however, rests on four core assertions, all of which must be
satisﬁed if microbial proﬁling is to be used; however, none of them are yet sufﬁciently
supported. First, it needs to be the case that each individual human has a unique
microbial proﬁle and that this proﬁle does not change appreciably over time if static
comparative databases are to be used. Second, that proﬁle must be persistent and
relatively consistent regardless of the contributing point of contact (which will be
unknown in crime scene samples). Third, a comprehensive evaluated database of
microbial proﬁles generated in a way that is regionally (or globally) useful is required.
Fourth, any such proﬁle must be the result of a method accepted within the community
as robust, reproducible, and ultimately more useful than, or complementary to, existing
technologies based on human DNA to be used in practice. Validation of all of these
assumptions, while possible in theory, seems to be many years, perhaps decades, off in
the future.
Work to date has focused on the simplest step, that of identifying whether or not
the microbial proﬁles of individuals differ enough to be distinguishable. Early work
demonstrated that the bacterial component of palm skin swabs from 51 healthy
individuals showed an association with handedness and that the sex of the individual
also inﬂuenced the skin microbiome (25). This work also demonstrated the presence of
interpersonal differences in microbiome signature, with different individuals found to
share only 13% of the bacterial taxa observed (25). This observable difference between
the signatures across individuals led to the suggestion that microbial signatures could
be applied as a microbial ﬁngerprint to facilitate identiﬁcation for forensic investigations (26). However, this lack of similarity is only 4% less than the similarity observed
between the proﬁles compared between dominant and nondominant hands of the
same individual, where only 17% of the proﬁle was shared between hands of the same
individual (25).
More recently, studies have considered the factors that inﬂuence the personal
microbiome of individuals. We now know that the microbial community of an individual’s skin is in part the product of the individual themselves and partly that of the
individual’s environment and lifestyle. The latter includes the interaction with personal
objects (26, 27) and homes (28–30), inﬂuences that might be expected to change over
time. In addition, it is known that individuals shed their microbes onto the objects they
touch, such that it might be possible to identify who has touched an object. One study
formally tested this possibility by trying to link three keyboards and nine computer
mice to the people who had touched them, with the researchers ﬁnding that the
signatures derived from each mouse were signiﬁcantly more similar to the signature of
the contributor than to those from a database consisting of 250 alternate individuals
(26). While the results of this keyboard study indicated that it may be possible to
identify an individual from within a small group (with known members who can be
resampled or have been sampled in the past), this is not comparable to being able to
carry out the same analysis in the context of a crime scene investigation to identify and
compare a unique signature from across a larger population. Another study focused on
mobile phones and found that when rarer taxa (representing ⱕ0.1% of an individual’s
sequences) were removed from the sample data, 82% and 96% of the microbial
signature from the index ﬁnger and thumb, respectively (from the dominant hand), of
participants were shared with the signatures obtained from their phones (27). Meadow
and colleagues suggested that the assignment of phones to their owner or user could
be achieved, as an individual had 5% more microbial data in common with their object
than with objects owned by other individuals (27). However, this work also illustrated
pronounced variance in a person’s microbial signature between two skin sample sites
aem.asm.org 5

Minireview

Applied and Environmental Microbiology

January 2020 Volume 86 Issue 2 e01504-19

Downloaded from http://aem.asm.org/ on January 8, 2020 at UNIV OF COLORADO

in close proximity, with an average of only 32% of bacterial taxa shared between
neighboring ﬁngers of an individual. Successfully linking signatures from owners of
items (such as phones) has also been demonstrated in subsequent studies looking at
the microbes found on shoes (31) and surfaces within the home (29). However, the
authors of these same studies also note that the relationship between a personal object
and its environment is dynamic and changes over time and the environment in
question. For example, bidirectional transference is thought likely to occur between
ﬂoor surfaces and shoes (31) and on surfaces within the home, with speculation that,
over time, deposited traces would degrade or be replaced by additional transfers (29).
The majority of human identiﬁcation work using microbial signatures has been
undertaken using approaches that consider all bacteria within a sample. However,
several new methods target particular bacterial taxa. One such approach, dubbed
hidSkinPlex (32), consists of a panel of 286 markers targeting speciﬁc clades of bacteria.
These targets were identiﬁed from a candidate gene trial (33) conducted from prospective targets mined from publicly available skin microbiome data from 12 individuals sampled across 17 sites at three different time points across two and a half years
(34). The hidSkinPlex panel was evaluated on control bacterial strains and eight
individuals sampled at three different body sites (foot, hand, and manubrium). This
analysis was able to classify the resulting signatures to the correct contributor with
92%, 96%, and 100% accuracy for the three sample groups, respectively (32). As with
other prediction methods, subsequent testing on additional samples not used for
model training and from additional individuals will be important. A similar approach
was developed for forensic applications, speciﬁcally targeting certain microbial taxa
within feces, to provide additional information about the source/material type and to
potentially discriminate individuals (35). Probes targeting a selection of microbial taxa
were designed to yield a feces-speciﬁc signature to be applied to samples of unknown
origin and to assess whether the signature was indeed fecal in origin and whether the
overall microbial signature varied between samples (35). While further validation work
is required, this method was applied to supplement human genotyping in two casework instances and proved to be a useful additional investigative tool for the identiﬁcation of cell/material type (36).
Human identiﬁcation using microbial proﬁles is generally proposed as an approach
to complement traditional proﬁling using human DNA markers when human DNA
could not be recovered or the data quality was low (32, 35). However, many variables
still need to be assessed to appropriately evaluate the potential of such microbe-based
identiﬁcation methods, ideally using samples collected from large numbers of individuals. One such variable is whether the signature within trace material varies with time
and environmental context. It has been documented that the human skin microbiome
is highly diverse and varies over time (29, 30, 37). As a result, one might need not only
a database of each human’s microbiome but also a database that can be used to
quantify how their microbiomes vary through time and to identify from which body site
the sample was derived. For example, an investigation of household surfaces over
different time points revealed that the accuracy of identifying a shared microbial
signature from a household surface and that produced by a skin swab of the occupant(s) decreased substantially when the surface and occupant were sampled at
different time points (29). Skin microbes, which are the most often used in forensic
microbiome studies, also tend to be the most variable through time (at least compared
to gut and oral microbes) (30). On average, only 15% of the phylotypes obtained from
hand skin samples were observed again at other time points (1 to 6 weeks) in samples
collected from the same individual, with microbial communities observed to be dynamic across time. It is important to note that it remains undetermined whether the
15% of phylotypes shared across samples in this context could allow for accurate
individual identiﬁcation. However, the microbiomes of certain individuals seem to vary
more than those of others, and additionally, samples collected at closer time points,
compared to those collected further apart, did not necessarily share more similar
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communities (30). These temporal dynamics in human microbiomes are likely to make
robust forensic analyses challenging.
With minimal shared similarity across the two hands of the same individual, and with
high variability across skin samples of the same individual both generally and over time,
extensive work needs to be undertaken to assess how a representative signature per
individual would be established. It is unclear how such variation would be reliably
accounted for in a forensic setting. Reproducible recovery and generation of microbial
signatures still remain to be thoroughly evaluated, with many contributing variables to
consider and map. Given that microbial skin proﬁles have been shown to vary per body
site, demonstrate poor persistence/consistency on surfaces over time, are inﬂuenced by
cohabiting individuals and environments, are confounded by multiple individuals
handling/touching a surface or object, and have largely been evaluated using small
numbers of individuals and in limited contexts, it seems implausible that microbial
signatures are a viable human identiﬁcation method on their own. Mixture studies
illustrating the capacity to identify when a bacterial proﬁle is the result of multiple
individuals handling an object at different time points (for example), and then discerning the proﬁles within, will be of importance. The majority of this work was conducted
using bacterial signatures. Human identiﬁcation using other components of the microbiome, such as fungi, either applied alone or as part of a collective model with bacteria,
has not been thoroughly evaluated. It appears that we are a long way from establishing
some of the core precedents for an identiﬁcation method, demonstrating a unique
microbial signature that persists over time and place for standalone identiﬁcation in a
forensic context.
FUTURE DIRECTIONS
The ability to collect and extract DNA from trace material or microscopic debris and
generate data using sequencing technology has wide-ranging applications for forensic
use. From traces of biological material found in the dust of a home to the estimation
of sample provenance from bacterial signatures in soil, this ﬁeld of forensic research is
expanding. As with all promising areas of forensic research, the focus eventually turns
to questions of establishing standardized protocols and undertaking validation of
methods to address the objective of acceptance for use in criminal investigations.
Many of the applications of environmental DNA and sequencing technology use
small amounts of starting material and/or methods that can be difﬁcult to standardize.
The focus is then to target what can and should be standardized to ensure reproducibility, sensitivity, and, ultimately, accuracy. To this end, different groups and
collaborative efforts have worked to evaluate appropriate extraction methods and DNA
ampliﬁcation approaches (for example, see references 38–40) to provide consistency
and clarity where possible in the initial phases of such methods. Study and method
design therefore are of key importance for validation work to ensure reproducibility
and accuracy. It has been demonstrated that studies using high-throughput sequencing may be highly inﬂuenced by study design (41) and marker gene choice (23), which
will have signiﬁcant impact for forensic use. Therefore, studies designed to allow for
appropriate forensic validation will be of key importance. There is also the need to
establish methods that are robust to temporal and environmental factors or at least
work toward establishing known limits of detection, expected error rates, and the
applicability of each method under such conditions. Investigations into the temporal
variation of the skin microbiome for human identiﬁcation and soil microbiome for
provenance are already under way; however, results have been inconsistent (discussed
above). Many sequencing methods rely on reference databases which will need to be
extensive and reliably compiled to facilitate appropriate use (4). The need for a
validation strategy of these kinds of methods has been called for and stipulated as a
requirement prior to accepted use as a forensic investigative method, with some
ongoing efforts to facilitate this process (see references 42–44). Finally, as with the
adoption of many new technologies, additional hurdles, including the degree of
January 2020 Volume 86 Issue 2 e01504-19
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